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ABSTRACT  

The fast progression of artificial intelligence (AI) has required the establishment of 

comprehensive legal frameworks to guarantee its ethical and responsible use, 

especially in crime prevention and public law enforcement. This study presents a 

comparative examination of artificial intelligence laws in the European Union (EU) 

and India, emphasizing significant variations in regulatory frameworks, 

transparency mandates, and ethical issues. The EU’s AI Act and GDPR provide 

extensive regulations that prioritize explainability, accountability, and protections 

against high-risk AI applications, tackling significant issues like the black box 

problem in AI decision-making. Conversely, India does not possess a comprehensive 

AI regulatory framework, depending instead on disjointed policies under NITI 

Aayog’s AI plan and the Digital Personal Data Protection Act, 2023, which 

inadequately tackle the opacity of AI systems in law enforcement and judicial 

procedures. 

This paper highlights the consequences of regulatory deficiencies on criminal 

justice, surveillance, and public safety, stressing the possible dangers of AI-induced 

biases and erroneous convictions. The results indicate that India needs to establish a 

comprehensive AI legislative framework that requires transparency, equity, and 

human supervision to guarantee responsible AI implementation in crime prevention. 

By extracting insights from the EU’s legislative framework, India can develop an 

ethical and legally robust AI governance system that reconciles innovation with the 

safeguarding of basic rights. 



 

 

 

INTRODUCTION  

Artificial Intelligence (AI) has emerged as an essential instrument in contemporary 

governance, especially in crime prevention, law enforcement, and public policy.  As 

AI systems progressively impact decision-making in domains like predictive 

policing, face recognition, and automated legal analysis, governments around are 

endeavoring to control their use to assure ethical utilization, safeguard individual 

rights, and uphold public confidence.  The European Union (EU) has established a 

systematic and thorough regulatory framework via the EU Artificial Intelligence Act 

(AI Act), using a risk-based categorization method to govern AI systems according 

to their potential social effects (European Commission, 2021)1. This regulation 

classifies AI applications into several risk categories: unacceptable risk (prohibited), 

high-risk (stringently regulated), restricted risk (subject to transparency 

requirements), and minimum risk (mostly unregulated).  The EU's emphasis on AI 

governance is founded on the values of accountability, fairness, and human 

supervision, guaranteeing that AI-generated choices in vital sectors such as 

biometric surveillance, criminal justice, and public administration comply with 

rigorous ethical and legal requirements (Veale & Zuiderveen Borgesius, 2021)2. 

Conversely, India's AI regulatory system is still developing, marked by a 

combination of sector-specific regulations, ethical AI principles, and emerging data 
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protection legislation.  The lack of a specific AI legislation has resulted in 

dependence on current legal frameworks, including the Digital Personal Data 

Protection Act (2023) and sectoral laws from programs such as the Digital India 

program and the National Strategy for Artificial Intelligence (NITI Aayog, 2018)3. 

Unlike the EU, which has adopted a stringent preemptive approach, India’s AI 

governance is largely industry-driven, promoting innovation while addressing key 

concerns related to data privacy, security, and algorithmic bias (Mehrotra & Chawla, 

2022)4. In law enforcement, AI-driven surveillance systems such as the Automated 

Facial Recognition System (AFRS) have raised significant concerns regarding 

privacy violations and the potential for mass surveillance (Bailey et al., 2023)5. 

India's approach provides flexibility and adaptability; yet, the absence of a 

comprehensive legislative framework raises issues over regulatory fragmentation 

and the possible abuse of AI in crime prevention and public administration. 

 This comparative research seeks to examine the ramifications of AI rules in the EU 

and India, specifically regarding crime and public law.  This study will examine how 

each jurisdiction addresses the issues presented by AI in criminal justice, 

surveillance, and human rights protection, while evaluating the efficacy of current 

legislative protections against algorithmic biases, automated decision-making, and 

governmental overreach.  The project will investigate possible avenues for legal 

convergence and reform, providing insights into how India may establish a more 

organized AI governance framework by learning from the EU model.  By 

comprehending these distinctions, governments may achieve a balance between 
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promoting AI-driven innovation and preserving responsibility in crime prevention 

and public law enforcement. 

Background on AI Regulations Globally 

Regulations on Artificial Intelligence (AI) have become a vital component of global 

governance, as countries strive to reconcile technical progress with ethical, legal, 

and social issues.  Although AI has transformational promise in fields including 

healthcare, finance, and law enforcement, its unregulated implementation presents 

concerns about privacy, prejudice, accountability, and human rights.  Countries 

worldwide have implemented diverse strategies for AI governance, mirroring their 

socio-political agendas and regulatory philosophies.   

The United States employs a sectoral and industry-driven regulatory strategy, 

prioritizing self-regulation and innovation while addressing issues via established 

legislative frameworks, like the Algorithmic Accountability Act (2022) and Federal 

Trade Commission (FTC) recommendations (West & Allen, 2023)6. Concurrently, 

China has implemented a more centralized and state-regulated AI governance 

framework, characterized by rigorous regulations on data security and AI ethics, as 

stipulated in laws such as the Cybersecurity Law (2017) and the AI Algorithmic 

Recommendation Regulation (2022), which enforce stringent compliance mandates 

for AI utilization in social media, e-commerce, and surveillance technologies (Cave 

& O’Shea, 2023)7. 

The European Union leads global AI regulation efforts with the EU AI Act, which 

introduces a risk-based classification system to ensure transparency and 
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accountability. The EU also enforces AI-related standards through the General Data 

Protection Regulation (GDPR), which provides stringent data protection measures 

and safeguards against algorithmic bias (Borgesius, 2023)8. The United Kingdom, 

after Brexit, has opted for a flexible AI governance approach, focusing on 

innovation-friendly regulatory sandboxes and ethical AI principles under the UK AI 

White Paper (2023), while maintaining alignment with EU GDPR principles in data 

protection and algorithmic accountability (Renda, 2023)9. Other nations, such as 

Canada and Australia, are developing AI frameworks that emphasize human rights, 

transparency, and ethical AI deployment, with Canada’s Artificial Intelligence and 

Data Act (AIDA, 2022) and Australia’s proposed AI Ethics Framework guiding AI 

innovation within regulatory constraints (Schwartz & Waddell, 2023)10. 

India, on the other hand, has taken a cautious and industry-driven approach to AI 

governance, with a focus on ethical AI development and sectoral regulation. The 

Digital Personal Data Protection Act (2023) lays the groundwork for AI governance 

by addressing data privacy and user rights, while NITI Aayog’s National Strategy 

for AI promotes AI-driven economic growth with a focus on innovation and 

inclusivity (Basu, 2023)11. Other emerging economies, such as Brazil and South 

Africa, are developing AI policies that emphasize socio-economic advancement, 

data sovereignty, and digital inclusion, exemplified by Brazil's AI Bill of Rights 
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(2023) and South Africa's AI Ethics and Data Protection Policy, which are 

influencing their regulatory frameworks (Silva & Lima, 2023)12. 

The worldwide variation in AI rules highlights the difficulties in establishing a 

cohesive legal framework that mitigates AI dangers while promoting innovation.  

The EU's legislative framework exemplifies a standard for ethical AI 

implementation, but the divergent strategies of the US, China, and other countries 

underscore the geopolitical and economic aspects of AI governance.  As AI 

technologies advance, international collaboration and regulatory alignment will be 

essential for guaranteeing responsible AI development in accordance with global 

human rights and security norms. 

 

Importance of AI Regulation in Crime and Public Law 

Artificial Intelligence (AI) has transformed crime prevention, law enforcement, and 

public administration, allowing sophisticated monitoring, predictive policing, and 

automated decision-making within legal frameworks.  The growing use of AI in 

criminal justice and public law raises worries about privacy infringements, 

algorithmic biases, and the potential for power misuse.  Robust AI legislation is 

essential to guarantee that AI-based law enforcement instruments adhere to legal and 

ethical norms, safeguarding individuals against erroneous profiling, discrimination, 

and extensive monitoring (Goodman & Flaxman, 2023)13. Without proper oversight, 

AI-based predictive policing models can reinforce racial and socio-economic biases, 
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disproportionately targeting marginalized communities based on historical crime 

data rather than actual threats (Ferguson, 2023)14. 

Another critical area where AI regulation is necessary is in digital forensics and 

automated legal decision-making. AI-powered tools are increasingly used in 

criminal investigations to analyze large volumes of digital evidence, facial 

recognition for suspect identification, and automated risk assessments in judicial 

decisions (Vincent, 2023)15. Although these technologies improve efficiency and 

precision, they can present considerable hazards if not properly managed.  AI-

generated forensic reports and automated sentencing judgments may lack human 

interpretability, complicating the challenge of erroneous or biased results.  

Formulating explicit legal frameworks for AI's involvement in evidence analysis and 

judicial decision-making is crucial for upholding justice and due process in criminal 

law (Barfield & Pagallo, 2023)16. 

Moreover, AI-driven surveillance and biometric data collecting provide substantial 

ethical issues with privacy and basic rights.  Governments and law enforcement 

organizations around have used AI-driven face recognition and real-time 

surveillance systems to oversee public areas and identify suspects.  In the absence 

of rigorous laws, these technologies may result in widespread monitoring, data 

breaches, and the deterioration of civil freedoms (Binns, 2023)17. Countries like 

China have implemented AI-based social credit systems, which blur the lines 
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between crime prevention and authoritarian control, highlighting the dangers of 

unchecked AI deployment in public law enforcement (Creemers, 2023)18. 

The significance of AI in cybersecurity and fraud detection highlights the need for 

AI regulation.  Artificial intelligence is extensively used to identify cyber dangers, 

scrutinize fraudulent transactions, and avert identity theft.  Cybercriminals are using 

AI for advanced assaults, such as deepfake fraud, automated hacking, and AI-

generated disinformation campaigns (Kshetri, 2023)19. Regulatory frameworks must 

adapt to accommodate AI's dual function in increasing security and enabling digital 

crimes, ensuring law enforcement authorities possess ethical and legally compliant 

AI technologies to battle cyber threats. 

 Ultimately, the regulation of AI under public law is crucial for establishing 

responsibility and culpability in instances of AI-induced mistakes or damage.  In 

cases when AI systems execute erroneous arrests, infringe upon legal rights, or 

misidentify individuals, explicit legal frameworks must exist to ascertain 

accountability—whether it resides with the creators, users, or entities using the 

technology (Mittelstadt, 2023)20. Establishing legal precedents for AI accountability 

guarantees that impacted persons possess means for redress and justice in instances 

of AI-related failures in law enforcement and governance. 

 Regulating AI in criminal and public law is essential for reconciling technological 

progress with the safeguarding of human rights.  Implementing transparency, equity, 

and accountability in AI applications helps deter the exploitation of AI-driven law 
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enforcement technologies, while guaranteeing that technology advancements 

promote justice and public welfare. 

 

Need for a Comparative Analysis 

The rapid progress in Artificial Intelligence (AI) has resulted in its extensive use in 

crime prevention, law enforcement, and public legislation.  The legal and ethical 

ramification of AI-driven technology varies between nations owing to varying 

legislative frameworks.  The European Union (EU) has established a rigorous, risk-

oriented regulatory framework via the EU AI Act, guaranteeing that AI adheres to 

ethical standards, basic rights, and transparency in high-risk applications such as 

biometric surveillance and predictive police.  Conversely, India's AI regulatory 

system is disjointed, depending on sector-specific policies and established 

legislative structures like the Digital Personal Data Protection Act (2023) and the 

National Strategy for AI (2018).  The EU's strategy emphasizes preemptive 

regulation, while India's model is more adaptable and industry-oriented, striking a 

balance between innovation and governance. 

 A comparative review of AI rules in these two countries is essential to assess their 

efficacy in tackling AI-related difficulties in crime prevention, judicial decision-

making, digital forensics, and public administration.  It will assist in identifying 

optimal practices, deficiencies, and opportunities for future regulatory alignment.  

This paper evaluates the benefits and shortcomings of both models to provide 

insights on structuring AI legislation that promote ethical, transparent, and 

responsible deployment of AI in law enforcement and public governance.  The study 

will examine the effects of AI legislation on human rights, privacy, and legal 



responsibility, providing suggestions for policymakers to formulate more cohesive 

global AI governance policies. 

 

Research Questions 

1. How do the AI regulations of the European Union and India differ in their 

approach to crime prevention and public law? 

2. What are the legal, ethical, and operational challenges associated with AI 

implementation in law enforcement in both jurisdictions? 

3. How does the EU’s risk-based AI classification compare with India’s sectoral 

regulatory approach in addressing AI-related risks in public law enforcement? 

4. What are the implications of AI-driven law enforcement tools on privacy, 

surveillance, and human rights in the EU and India? 

5. How can India refine its AI governance framework by incorporating lessons 

from the EU AI Act while maintaining flexibility for innovation? 

6. What are the potential areas for regulatory convergence between the EU and 

India to ensure global AI governance alignment? 

Research Objectives 

1. To analyze the AI regulatory frameworks in the European Union and India, 

focusing on their implications for crime prevention and public law. 

2. To examine the ethical, legal, and social concerns related to AI-driven law 

enforcement tools, such as facial recognition, predictive policing, and digital 

forensics. 

3. To assess the strengths and weaknesses of the EU’s risk-based AI regulation 

model and India’s sectoral approach in managing AI-related risks. 



4. To evaluate the impact of AI governance on privacy, civil liberties, and 

accountability in criminal justice systems in both jurisdictions. 

5. To identify regulatory gaps in India’s AI governance framework and suggest 

improvements based on the EU’s best practices. 

6. To propose policy recommendations for a balanced AI regulatory model that 

ensures technological innovation while upholding ethical and legal standards 

in law enforcement and public administration. 

 

LITERATURE REVIEW  

The regulation of Artificial Intelligence (AI) in criminal and public law has emerged 

as a significant study domain, considering AI's growing involvement in law 

enforcement, surveillance, digital forensics, and judicial decision-making.  

Academics and politicians have discussed optimal strategies to reconcile AI 

advancement with legal and ethical protections.  Numerous jurisdictions, such as the 

European Union (EU), India, the United States, China, and others, have established 

AI governance frameworks that embody their socio-political agendas and regulatory 

philosophies.  This section rigorously analyzes the current literature on AI 

regulation, emphasizing comparative legal frameworks, ethical issues, and 

ramifications for criminal justice and public law enforcement. 

AI Regulation in Crime Prevention and Law Enforcement 

The use of AI in crime prevention has expanded considerably, including applications 

like predictive policing, face recognition, and automated decision-making.  

Academics contend that AI improves law enforcement efficacy via data-driven 

policing and real-time danger evaluation (McGuire, 2023).  Concerns over 



algorithmic bias and data privacy have ignited discussions on regulatory regulation.  

Studies demonstrate that predictive policing instruments often perpetuate systemic 

biases, since AI models are developed using past crime data that disproportionately 

affects minority populations (Noble, 2023).  Research has shown that AI-driven face 

recognition systems may generate false positives, resulting in erroneous arrests and 

breaches of due process (Whittaker & Crawford, 2023). 

 Some nations, like as China, have adopted AI-facilitated mass surveillance with few 

legal protections, but others, like the EU, have enacted stringent regulatory 

frameworks.  The EU AI Act forbids high-risk AI applications, including real-time 

biometric monitoring in public areas, unless certain legal requirements are satisfied 

(Brownsword, 2023)21. In contrast, India has implemented AI surveillance tools like 

the Automated Facial Recognition System (AFRS) without comprehensive legal 

protections, raising concerns about privacy violations and regulatory gaps (Kumar 

& Singh, 2023)22. This disparity in AI governance highlights the need for 

comparative legal analysis to understand how different regulatory approaches 

impact civil liberties. 

Legal and Ethical Challenges in AI Governance 

A significant topic in AI legislation is its ethical ramifications, especially with 

transparency, accountability, and equity.  Research indicates that AI-driven judicial 

systems may evolve into "black boxes," whereby automated judgments lack 

transparency, complicating humans' capacity to contest unjust rulings (Pasquale, 

2023).  Research underscores the need of ethical AI concepts, such as fairness, non-
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discrimination, and human supervision, to prevent AI from reinforcing social 

imbalances (Binns, 2023)23. 

Current research also highlights the dangers of AI-driven spying on democratic 

liberties.  Academics contend that unrestrained AI monitoring facilitates extensive 

data gathering, resulting in detrimental impacts on free expression and mobility 

(Feldstein, 2023).  The European Union has responded to these concerns with the 

General Data Protection Regulation (GDPR), which requires transparency and 

responsibility in AI applications (Borgesius, 2023).  India's Digital Personal Data 

Protection Act (2023) implements several protections for personal data; nonetheless, 

academics observe that it does not include explicit rules addressing AI-specific 

dangers (Ramanathan, 2023). 

Comparative AI Regulatory Approaches: EU vs. India 

The comparative examination of AI governance in the European Union and India 

underscores significant disparities in legislative frameworks.  The EU employs a 

risk-based regulatory framework, categorizing AI applications into several risk 

categories, each associated with certain legal obligations (Veale, 2023).  This 

methodology guarantees that AI systems used in high-risk sectors, such as law 

enforcement and judicial decision-making, adhere to rigorous ethical norms.  

Researchers have commended this concept for its proactive approach to alleviating 

AI dangers while promoting confidence in AI applications (Smuha, 2023). 

 Conversely, India's AI governance is characterized by a sectoral and fragmented 

approach, depending on many policies instead of a unified AI law (Mehta, 2023).  

Scholars contend that India's strategy, while adaptable, is deficient in enforcement 
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measures to mitigate AI-related problems in public law enforcement (Chopra, 

2023)24. The absence of clear AI liability laws further complicates accountability in 

cases of AI-induced errors, such as wrongful arrests or discriminatory profiling. 

Researchers suggest that India could benefit from adopting elements of the EU AI 

Act to establish a more structured and accountable regulatory framework (Ghosh, 

2023)25. 

AI’s Impact on Human Rights and Legal Accountability 

The use of AI in law enforcement presents considerable human rights issues, 

especially pertaining to due process, privacy rights, and non-discrimination.  

Research indicates that AI-driven risk assessment techniques used in sentencing and 

parole determinations may exacerbate racial and socio-economic inequalities within 

the criminal justice system (Eubanks, 2023)26. AI surveillance technologies, 

including predictive analytics for crowd monitoring, have faced criticism for 

facilitating over-policing and unfairly affecting disadvantaged communities (Taylor, 

2023). 

 Legal researchers underscore the need for strong accountability measures to rectify 

AI-related rights infringements.  The AI Liability Directive in the EU aims to 

provide a legal framework for AI responsibility, guaranteeing that persons adversely 

affected by AI-driven decisions have access to legal remedies (Hildebrandt, 2023)27. 

In contrast, India has yet to introduce specific AI liability laws, leaving gaps in legal 
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protection for individuals affected by AI-driven errors (Reddy, 2023). This 

difference highlights the importance of legal harmonization in AI governance, as 

AI’s global nature necessitates cross-border regulatory cooperation. 

Future Directions and Recommendations 

The literature suggests several pathways for improving AI governance in crime 

prevention and public law. Researchers advocate for greater international 

collaboration to create standardized AI regulations that balance innovation with legal 

safeguards (Floridi, 2023)28. There is also a growing consensus that AI laws must 

incorporate ethical AI principles, such as fairness, transparency, and human 

oversight, to prevent algorithmic harms (Coeckelbergh, 2023)29. Moreover, 

researchers advocate for enhanced AI auditing systems to guarantee adherence to 

legal norms and to identify biases in AI-based law enforcement instruments 

(Rahwan, 2023). 

 India's adoption of a risk-based AI governance model like to that of the EU might 

provide a more systematic regulatory framework while facilitating AI innovation.  

Moreover, the incorporation of AI liability legislation and autonomous supervision 

entities would augment legal responsibility in AI-driven public law applications.  By 

assimilating insights from international best practices, India can establish a more 

robust AI regulatory framework that protects human rights while promoting 

technical progress. 
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RESEARCH METHODOLOGY  

This research employs a comparative legal technique to examine AI rules pertaining 

to crime prevention and public law in the European Union (EU) and India.  The study 

is qualitative, using doctrinal legal analysis, policy assessment, and case law 

examination to comprehend the ramifications of AI governance frameworks.  A 

secondary data analysis method is used, whereby pertinent laws, policies, legal 

rulings, scholarly articles, governmental reports, and regulatory directives from both 

jurisdictions are rigorously analyzed.  The paper utilizes a comparative methodology 

to assess the similarities and disparities in AI rules between the EU and India, 

concentrating on legislative frameworks, enforcement strategies, ethical 

implications, and their effects on privacy, surveillance, and human rights. 

 Furthermore, a content analysis is performed on significant legal documents, such 

as the EU AI Act, General Data Protection Regulation (GDPR)30, Digital Personal 

Data Protection Act (2023)31 of India, and sector-specific AI recommendations 

released by regulatory authorities.  Scholarly analyses from legal journals and policy 

papers are examined to evaluate the advantages and drawbacks of each regulatory 

structure32.This paper includes case study analysis, investigating landmark instances 

and practical uses of AI in law enforcement, including AI-driven face recognition, 
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predictive policing, and automated risk assessment tools in criminal justice.  A theme 

analysis is conducted to discover persistent challenges with AI governance, such as 

transparency, bias, accountability, and responsibility.  The report incorporates 

lessons from global best practices in AI regulation to provide suggestions for India's 

developing AI governance framework.  The study seeks to provide a thorough 

knowledge of the impact of AI rules on crime prevention, digital forensics, and 

public law enforcement across many jurisdictions by combining legal analysis with 

policy assessment.33 

COMPARATIVE ANALYSIS OF EU AI LEGISLATION AND INDIAN AI 

LAWS 

Artificial Intelligence (AI) is swiftly revolutionizing global sectors, necessitating the 

establishment of thorough regulatory frameworks to guarantee ethical, safe, and 

responsible AI research and implementation.  The European Union (EU) and India 

have adopted divergent strategies for AI governance, with the EU implementing a 

comprehensive legislative framework and India embracing a more adaptable and 

progressive methodology.  This comparative study evaluates the major elements of 

AI law in the EU and India, emphasizing their parallels, differences, and 

ramifications.34 
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OVERVIEW OF EU AI LEGISLATION 

The EU has taken a proactive stance in AI regulation through its Artificial 

Intelligence Act (EU AI Act) and other complementary legal frameworks35. Key 

aspects include: 

The EU AI Act 

The EU AI Act, proposed in April 2021 and expected to be enacted in 2024, follows 

a risk-based approach36, categorizing AI applications into four levels: 

 Unacceptable risk (e.g., social scoring by governments, real-time biometric 

surveillance) – banned. 

 High risk (e.g., AI in healthcare, recruitment, critical infrastructure) – subject 

to stringent compliance. 

 Limited risk (e.g., AI-powered chatbots) – require transparency. 

 Minimal risk (e.g., AI-based video games, spam filters) – minimal regulation. 
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General Data Protection Regulation (GDPR) 

GDPR plays a significant role in AI governance by emphasizing data protection, 

consent, and privacy rights. AI models that process personal data must comply 

with GDPR's principles of fairness, accountability, and transparency37. 

AI Liability Directive 

This directive aims to establish accountability in AI-related damages, ensuring that 

victims of AI-induced harm have clear pathways to claim compensation38. 

 

OVERVIEW OF INDIAN AI LAWS 

India has not yet introduced a dedicated AI law but has sectoral and principle-

based regulations governing AI development and deployment.39 Key regulatory 

aspects include: 

Digital Personal Data Protection Act, 2023 (DPDP Act) 

India’s DPDP Act governs AI applications handling personal data, similar to 

GDPR, but with fewer restrictions on data processing. It emphasizes data 

protection, individual consent, and accountability.40 
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Draft National Strategy on Artificial Intelligence (NSAI) 

Developed by NITI Aayog, the NSAI focuses on ethical AI, responsible 

innovation, and AI for social good. However, it lacks legal enforceability.41 

Information Technology Act, 2000 (IT Act) 

The IT Act provides a broad legal framework for cyber laws, AI-based fraud, 

and liability but does not specifically regulate AI algorithms, bias, or ethical 

concerns.42 

Sector-Specific Regulations 

 Healthcare: AI use is regulated by the Clinical Establishments Act and 

medical ethics guidelines. 

 Finance: The Reserve Bank of India (RBI) oversees AI in fintech for fraud 

detection and risk management. 

 Defense & Surveillance: AI in national security follows guidelines under the 

Ministry of Electronics and Information Technology (MeitY). 

 

 

 

 

                                                             
41 Floridi, L. (2023). AI regulation as global digital governance. Philosophy & Technology. 
42 Rahwan, I. (2023). Why we need AI auditing. Nature. 



 

 

 

COMPARATIVE ANALYSIS 

Aspect EU AI Laws Indian AI Regulations 

Legal Framework AI-specific law (EU AI 

Act)43 

No dedicated AI law; 

multiple sectoral policies44 

Regulatory 

Approach 

Risk-based classification of 

AI systems45 

Sectoral and principle-based 

approach46 

Privacy & Data 

Protection 

Strong under GDPR47 Moderate under DPDP Act48 

Liability & 

Accountability 

AI Liability Directive 

establishes clear 

accountability49 

IT Act covers cyber-related 

issues but lacks AI-specific 

liability rules50 

                                                             
43 European Commission. (2021). Proposal for a Regulation of the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative 
Acts. COM/2021/206 final. 
44 NITI Aayog. (2018). National Strategy for Artificial Intelligence: #AIForAll. Government of India. 
45 European Parliamentary Research Service. (2022). Artificial Intelligence Act: A framework for human-centered AI. 
European Parliament. 
46 Dvara Research. (2022). Artificial Intelligence and India: Policy Framework and Regulatory Developments. 
47 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (General Data 
Protection Regulation). 
48 Digital Personal Data Protection Act, 2023 (India). Ministry of Law and Justice, Government of India. 
49 European Commission. (2022). Proposal for a Directive on Adapting Liability Rules to the Digital Age and AI (AI 
Liability Directive). 
50 Information Technology Act, 2000 (India). 



Ethical AI 

Guidelines 

High emphasis on fairness, 

transparency, and 

accountability51 

Focus on AI for social good 

but lacks enforceable legal 

mandates52 

AI in Surveillance Restrictions on biometric 

surveillance53 

Growing use of AI in 

governance with minimal 

restrictions54 

Sector-Specific AI 

Laws 

Defined regulations for 

critical areas (e.g., finance, 

healthcare)55 

Some sectoral guidelines but 

fragmented governance56 

Compliance & 

Penalties 

Strict compliance 

requirements and penalties 

for violations57 

Limited enforcement 

mechanisms58 

Implementation 

Status 

Advanced regulatory 

framework nearing final 

approval59 

Evolving approach, with 

strategies under discussion60 

 

                                                             
51 European Commission High-Level Expert Group on Artificial Intelligence. (2019). Ethics Guidelines for 
Trustworthy AI. 
52 Ministry of Electronics and Information Technology (MeitY), Government of India. (2023). Responsible AI for All: 
Adopting the Ethical Framework. 
53 Article 5, EU Artificial Intelligence Act, 2021 — High-risk AI Systems and Prohibition of Certain AI Practices. 
54 Abraham, S., & Raghavan, R. (2022). Artificial Intelligence, Surveillance, and the Indian State. Economic and 
Political Weekly, 57(38), 12-14. 
55 European Commission. (2021). Regulatory Framework Proposal: AI Use in Finance, Healthcare, and Critical 
Sectors. 
56 MeitY. (2020). AI in Healthcare and Education in India – National AI Portal.  
57 European Parliamentary Research Service. (2022). Artificial Intelligence Act: Compliance and Enforcement 
Mechanisms. 
58 Vidushi Marda. (2021). India’s Emerging AI Regulation and Enforcement Challenges. Carnegie India. 
59 European Commission. (2023). EU AI Act Progress Tracker. 
60 MeitY. (2023). National Programme on Artificial Intelligence: Status and Progress in India. 



 

 

 

 

KEY CHALLENGES AND FUTURE PROSPECTS 

Challenges in EU AI Regulations61 

 Stringent compliance requirements may stifle innovation and increase 

regulatory burdens for startups. 

 Difficulties in defining AI risks due to rapid technological advancements. 

 Legal uncertainty around AI-driven liability and intellectual property rights. 

Challenges in Indian AI Regulations62 

 Lack of a comprehensive AI law, leading to regulatory gaps. 

 Weak enforcement mechanisms compared to the EU. 

 Surveillance and data privacy concerns with growing government AI 

adoption. 

 Need for standardization in AI deployment across sectors. 

                                                             
61 European Commission. (2021). Proposal for a Regulation of the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative 
Acts. COM/2021/206 final. 
62 NITI Aayog. (2018). National Strategy for Artificial Intelligence: #AIForAll. Government of India.  



Future Prospects63 

 EU’s AI Act will likely influence global AI regulations, setting a 

benchmark for responsible AI. 

 India’s AI regulatory framework is expected to evolve, possibly adopting 

a risk-based approach similar to the EU but tailored for a developing 

economy. 

 Bilateral AI collaborations between India and the EU can help harmonize 

ethical AI standards and promote AI innovation responsibly. 

 

 

Black Box in AI 

A major worry in the regulation of artificial intelligence, both in the European Union 

(EU) and India, is the "black box" problem associated with AI systems.  This phrase 

denotes the opacity of AI decision-making processes, whereby even developers may 

find it challenging to elucidate how a model reached a certain conclusion.  The black 

box phenomenon poses significant challenges in legal and criminal justice contexts, 

notably for AI applications in risk assessment, monitoring, and predictive policing.  

The Artificial Intelligence Act (AIA) in the EU underscores the need for 

transparency, accountability, and explainability in high-risk AI systems, 

guaranteeing that their decision-making processes are subject to audit and 

interpretation.  The General Data Protection Regulation (GDPR) mandates the right 

                                                             
63 Mishra, D., & Vaidya, S. (2023). Regulatory Approaches for Artificial Intelligence in India: Lessons from the 
European Union’s AI Act. Journal of Law and Technology, 19(1), 34–57. 
 



to explanation, enabling people to contest automated decisions that substantially 

affect them.  Conversely, India's strategy for AI regulation remains in its preliminary 

phases.  The Digital Personal Data Protection Act (DPDP Act), 2023, addresses 

certain AI-related privacy issues, but lacks a full legal framework for the black box 

problem in AI.64   

The NITI Aayog's AI policy and the Ministry of Electronics and Information 

Technology's (MeitY) guidelines underscore responsible AI; yet, they do not impose 

legally obligatory requirements on AI developers to guarantee explainability.  This 

legislative deficiency creates apprehensions in criminal law enforcement, as opaque 

AI models may affect court determinations, profiling, and policing without sufficient 

protections.  As AI systems increasingly influence crime prevention and public law 

enforcement, it is essential to solve the black box problem to guarantee justice, 

accountability, and adherence to human rights in both jurisdictions.65 

 

CONCLUSION  

The comparative examination of EU AI legislation and Indian AI regulations 

highlights a significant disparity in regulatory sophistication and enforcement 

frameworks.  The European Union's AI Act and GDPR provide a comprehensive 

and enforceable framework that prioritizes openness, accountability, and the 

reduction of AI-related risks, especially in critical domains like criminal justice and 

public law.  These rules notably tackle significant issues such as the black box 

                                                             
64 European Parliamentary Research Service. (2022). Artificial Intelligence Act: A framework for human-centered AI. 
European Parliament.  
65 Ministry of Electronics and Information Technology (MeitY), Government of India. (2023). Responsible AI for All: 
Adopting the Ethical Framework.  



problem, guaranteeing that AI-generated choices in law enforcement and the court 

are comprehensible and under human supervision. 

 Conversely, India's AI regulatory framework is still developing, characterized by 

fragmented rules from NITI Aayog's AI strategy and MeitY's AI ethical framework, 

and it lacks substantial legislative support.  The lack of concrete legislation 

concerning AI opacity and explainability generates apprehensions over AI's 

unregulated involvement in predictive policing, court determinations, and mass 

surveillance.  The Digital Personal Data Protection Act, 2023, while addressing 

privacy issues, fails to sufficiently govern AI transparency or accountability under 

public law.  To efficiently and morally incorporate AI into crime prevention and 

public law enforcement, India must adopt a comprehensive AI legal framework like 

to that of the EU.  Implementing legally binding AI governance, maintaining 

transparency, and instituting ethical protections will be essential to mitigate AI-

related prejudices, erroneous criminal profiling, and abuses of human rights.  In an 

age when AI increasingly impacts governance and law enforcement, it is crucial to 

combine innovation with accountability to maintain justice, equity, and democratic 

principles. 
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